EVERYTHING YOU EVER WANTED TO KNOW ano more ABOUT

FAGEBOOK SECURITY
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SECURITY STARTS HERE

Social Authentication
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Facebook works to eliminate
security threats and spam to
keepyourinformation secure.

Login Approvals 4 Optin )

dentiy yaur friends based on pictures. Thi s
information that makes tincredibly hard for 3
hackerto gainaccess toyauraccount and
elps you access your account easly without
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did you know?
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did you know?
Facabookbans 95, user accounts
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ID Verification
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Every user creates asecurity question and
answer for theiraccount

user canalzo add their mobil phane.
number o snable them toverty their
identiy through atext message.
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Session Classifier
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One Time Passwords %7t
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Users can opt o receivea one
time password (0TP) by sending
atexttozases.

didyouknow?
Facebook employs 30 ulime st
focused on security and safey.

Thissystem uses location, device and other

ratare reading pulic ata oo
L account detall toverify every login(eg.2
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did you know?

California usersuddenly accessing their
accountfrom Africa)

ver tensof millcnsofcalars are

Cedcate o securty nfastructure
ONLINE
Photo DNA User Action Classifier

Facebook maintains ablackist database
from federal state and nternationallaw,

photos uploaded tothe ste each day s
checked aganst this st

Clickjacking Domain Reputation System
; Yousee aink 030 outrageousvideo f 5te, butonceyau
o "““{9 clicki, it automatically pubishes the fake ink to your iall
Thisbehavioris  esult of 2 browser bug, but Facebookis
doing more o prevent tis from occuringby takingseps ke
venying suspeced badnksbeloe they e pasted.

Application Classifier
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Analyzes spplication behavior,
andtries to deciteif theyare
cting maliciousy

LOG OUT

dentifies when user

did you know?
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Linkscanner
Allinksarecompared against Facebook's andother nternet
maicous linksusersarenotifed fa match is found and the

Tk blocked rom being shared
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, did you know?
Facsbcok scans atrlion {

Facebock blocs 310 milion nlicious
perday contaiing malicious i

ik lcs pr day.

Self-Xss
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entered automatically, by sing oagblocks forverficaton.

- did you know?
Facebook will adblock 25060000 3cc0u
gven day to el protectth ntegiy of i

onany ‘
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Suspected Hacklng

sers can manually shutdown
Facebook sessions and eset their
passwords if an unauthorized

loginis detacted
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Ifyour account s compromised by

Login Notifications

whichthey log in

Users get to approve the devices from
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" Remote Logout

~ Guardian Angels
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Users who have forgattento log
outcan check theirlogin status
andlog themssives outremotely

1£y0u lose access toyour account o are having
prablems loggingin, a code can be sent o your
friends 0 help you get backinto your account

Vou can preselect thesefrends from the

Account Settings page.

temporarly lock
itwithsecuritysoftwars,untilyour
accountis certified clean
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FACEBOOK KEEPS SPAM AT BAY

Example Spam Attack

Level of Spam

Facebook
Counter Measures
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As spam is reported by users, Facebook
implements counter measures that

significantly reduces the level of spam

vss 4%

89%

89.1% of email is spam Less than 4% of content

shared on Facebook is spam
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.06% 5%

Only 06% of over 1
billion logins per day
are compromised.

Lessthan 5% of Facebook
users experience spam on
any given day.

THE GROWTH OF FACEBOOK

Facebook User Growth
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Active Facebook
Users Worldwide
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Log on to Facebook
inany given day
{ﬂl The average user has 130 friends.

People spend over 700 billion
minutes per month on Facebook.




